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f?:’?i\‘- UNITED STATES DEPARTMENT OF COMMERCE

i == | The Inspector Gensral
j Wastengton, OC 20250

INSPECTOR GENERAL'S REFORT ON FINANCIAL STATEMENTS

The Honarabkle onald L. Evans
Secretary of Commerce
1|1I.'.'IH|1II1HI-I'|I1. 10,

W have swdited the aceompanying Consolidated Ralance Shect of the U8, Department of Cormmerce
az of Seprember M), 2000, the related Consolidating Statements of Met Cost und Chomges in Ned
Pos=ition, and the Combincd Statements of Bud getary Resources and Financing {all of the Departmeeni
of Commerce's linancial statements are herernaller collectively refemed 1o as “consolidated financial
statemnents” b for the year then ended. The consolidated financial slatements are the responsibility of
Depanment of Commeres's management. O responaibility ia to cxpross an opinion on the
consolidated fnancial statements based on our audit,!

W conducted our audit in accordanse with generlly aceepted auditing standards; the standards
applicable to financial audis comtamed in Governmend .I'||.|.||.1|'Ii.r_|g Slimidamds, issued by the Comptroller
Ciemeral of the Umited Sutes; und CHfice of Managemcnt and Budpet {OMB) Bulletin 07-02, Auit
Requurenicnts for Federal Fiaaneiod Siatements. Those standards and Bulletin 001-02 pequire that

Wi |1]u.||| il per fowrrm the wedil to obdaim reasonehle assurmmce ahowt whether the financial shalementa
arg [ree of maiterial misstaiement. An awdit ineludes exarmining, on a tesi basis, evidence supporbing the
amouniz and disclosures in the consolidated Dnandial satemems, An audin also inchides ssscssing the
sceounting principles uscsd and significant cstimates made by management, a5 well as evalwating the
coverall Noancial salement presentation, We believe thatl our awdit provides a reasonakle basis for our
(YIS,

I e opinioa, the consolidated Nnancial stalemenis relerred (o above present Girly, i all material
respects, the fmancial positeon of the LS, [Mepartment af Commeree a8 n:l-l'ﬂcplcmhl:r A0, MR, wnd s
et cost. changes in ned position, budaetary resourees, and reconciliation of net cost 1o budgetary
obligations for the vear then ended, i conformily with accounting principles geperally acoeprod in the
[initead Biates of Amcrica.

Cur mdit was conducted for the purpose of forming an epinion on the Department’s consolidated
finamecial statements. The informualion in the Management Discussion and Analysis, Regquiresd
sSupplementary Stewandship Information, and Required Supplementary Information is nod a negquined
part of the financial statements bul is supplementary informmation requirsd by OMB Bulletin 97401,

! Thisisa reprocection of the wst af the fespecter Cheweral s Koot o Fioaaciad Stecssenis from the
“Drepamment ol Commeres Foeenl Year 20080 4 opsalicibed Fropmoal Seatements,” Ambit Repoet S DERAT- 1 AHN)
|-|.'|rr||.u:|. 2001, which cam be ahtaned by cantsting Bhe Cee of Inspecior Uicreial Publicaans Lnal vou e-amanl al
ulpreporiitoe dac pav of by phone ol [202) 482-1242
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Form and Condent of Ageney Finaneial Starements, as amended. Such information has not been
snbijected to the auditing procedures applied in the audit of the consalidated financial statements and,
accordingly, we cxpress no opinion om i, )

In accordance with Government Auditing Standards, we have issued separate repors dated

Febroary 23, 2001, on our consideration of the Department's intermal contrel over financial reporting
and its compliance with certain provistons of laws and regulations, These repords are an integral part of
audits perfornied in accordance wilh Government Avdiling Standards, and should be read in
conjunction with this report in considening the results of our audit.

This report 15 intended solely for the information and use of the management of the Department of
Commeree, OMB, ciher federal ayencies, and the Congress ami 15 not mienbed 1o be used and shoukd
nerl be used by anyone other than these specificd partics.

mie E. Fraeier
eclor Ceneral




_Y2000 A C C O U NTAD BT L1 T'Y R E P O R T

fﬂ:ﬂ-\.ﬁ UNITED STATES DEPARTMENT OF COMMERCE
y == . | TheInspector General
E%Tuf Washington, D, 20230

INSFECTOR GENERALS REPORT ON INTERNAL CONTROL

The IMTonorakle Momald L, Evans
Scerctary of Commerce
Washingeion, (207,

We have andited the accompanying financial statements of the U5, Department of Commerce as
of and for the year ended September 30, 2000, and have issued our report thereon dated

Februwary 23, 2001, We conducted our audil in accordance with auditing standurds gencrally
accepted in the Lnited Stiles of Amerca; the standards applicable o financial audits comlained in
Ceovermmnent Awaditing Standurds, issued by the Comptroller General of the United Srates; and
Office of Management and Budget (OMB) Bulletin (102, fudit Reguirenomis for Federal

Frrancial .'1'|'|erL'.'Jr-|*'rJ|'1:.:'

In planning and performing our awdit, we comsidersd the Depanment”s intemal controls over
financial reporting by firsl obtaming & thorough understanding of the agency s intemal controls,
We then determined whether these mtemal contrels had been placed in operation, sssessed
control risk, and perfonmed tests of controls in order 10 determing our auditing procedures for the
purpass of expressing our opansan on the financial statements. 'We limited sur inlemal contral
lesting to those controls necessary to achieve the objectives in OMB Bulletin 01-02. We did not
test all internal controls relevant 10 operating objectives as broadly defined in the Federal
Managers” Financial Ttegaty Act of 1982 (FFMITA), such as those contrels relevani to LRsuTing
efficient operations. The objective of our audit wis nol 1o provide assurance on internal control.
Consequently, we do pot provide an opimien on inlemal conirol.

Crur consideration of the infermal contrel over financial reporting would not nevessarily disclose all
matrers that mught be reportable conditions. Under standands issued by the American Tnstitute of
Centified Public Accountants, reportable conditions are matiers ¢oming 10 our allention reluting o
significant deficiencies in the design or operation of the mtemal control that, in our judgment, could
adversely affect the assertions by management in the Noancial stitements. Material weaknesscs

are reportable comditions in which the design or operation of one or more of the mternal conirol
components docs ol reduce 1o o relatively low level the risk that misstatcments in amounis that
would be material in relation to the financial statements being asdited may occur and not be
shetegted within a timely period by emplovees in the nonmal course of performing their assigned
functions. Hecause of inharent limitalions in inlemal controls, misslalements, losses, or

¥ This i u synipets of 1he teal ol the fagaecter Genenn s Repoer o feversal Caneeal from the
“Dpaantement of Uommerce Fiscal Year 2000 O onsalidated Financial Statements,” Ssdit Heport M | FRE4- | I
Febnauy 2. The compleie repent can be obtimed by contacting the OfMice of Inspecsar Generad Inehlicatsons

Linm win e-mnail ot sepieposts i oie doc pay urh:. |;||'||_'||y_l mi (22 A82- 244
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noncomphance may nevertheless occur and not be detected. However, we noted cerlan matiers
dizcussed i the following pamgmphs mvolving the intemal control amd it operation that we
consader 1o be reportable conditions. We deem three of the four reporable comditions o e
material wenk nesses,

Three of the reportuble conditions are an aggregation of repartaklc conditions wdentificd in the
Department”s individual Reporrs or feiervcd Congeod, bul not all are applicable o every reporting
gnbily. We provide recommendations o the Department addressing the three mafenal weaknesses
and the reportable condition.  Additbonally, specific recommendations nelated 1o the componeant on
reporiing-cniity reconciliations are addressed in individoal reporting-entitics” Bepoets on fternal
Comtrod or Manggemens Letters. We do not provide further recommensdations for that

COITEOnEnl ol the rl='|!||.1r[:|.'|'|-|e coidilion, Jll:mt:'l.'l:r. Llru neparln:lmll aml 1ls n:rﬂ.lﬂ'illg eailities ahioanld
ensure that appropriate contrels are put in place to address the isswes that follow.

MATERIAL WEAKNESSES
Financial Management Systems Need Further Improvement (Repeat Condition)

Taregraied Fimonein! Management Systenns

The Department has not lully complied with OMB Circulor A=127, Finaneial Maragement
Svsreris, which roguires cach agency o catablish and maintain a single, intcgrated financiul
mianggement system. The Depariment relies on munual procedures, wsing reporing entity level
finameial sttements for producing the Department's consolidated financial statements. The
Department has reperted in its Gzeal year 2000 accountability report FMFLA section that many of
itz linancial syswems are seriously outdsted and fragmented; unable w provide timely, complete,
onel relinble financial information; inadequately controlled; and costly and difficolt to maintmin,  The
Department reports it will continue to he exposcd to the risks associated with operating muliiple,
ouldined accounting systcmis, as these systems lave not been planned for, managed topether,
1||‘||:r:|1lepd in an i.nlt;g.alﬁ] fashion, or linked c|ﬁ1mnicu1!_1,' As discussed in the next :n:l,.";li-:'n'lI
“Financial Manngement Systems,” the Depaniment is striving o replace e existing outdated
syslems by carly fiscal weor 20605, Replacement of these systems 12 o positive step ioward
complying with Circular A=127, but the Depariment also needs o be able w currently iransler and
anatvre financial information fom its reporting entities.

Dring fiscal vear 15999, the Department began an initiative to develop a fisancial databasc,
olTicially refermed 1o as the Corporate Database, that will be wsed to integrute financial data from all
reporiing entitica and permit the preparation of congolidated Gnancial statements and reports.
During the year. the Depariment completed the development of functional requitements, basic
prEngramming. ad nser instructions, Duning fiscal year 2000, the Department developed a website
lisr the Corporaic Datahase, provided acccss to reporting cntity uscrs, and had some reporting
cntities pilot-test the database with fiscal year 1999 data. By December 2001, the Departiment
expicts the Comporate [atahase 1o produee the fiscal year 2000 eonsalidated financial stalcments.
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Suceessiul implementiation of ths database, i conjunction with implementing an integroted fimancial
managemcnl system, shoald brang the T:I-:|1ur|.n|.-|:|1|: inia tnmp]i:m:n with Circular A-127

Firawcial Mansgement Systrms

As reported in previeus vears, the Depariment's legacy financial management sysiems conlines: 1o
be mellective Loolks for preparing and reporting the financial resuli of the Departenent and s
repearting entities, In the Department’s fiscal vear 2000 wecounabi ity repaort, thie Secretary
repearied thiat, 1aken az o whole, the Department”s financinl systems were nol complinnd wath ihe
Creneral Accounting Office’s prnciples and standards, nor with the requirements of the Chiel
TFinancial Officers Act, the Join! Financial Management Improvement Program, or OMDB.

For fiscal year 2000, the Department’s mast significant accomplishments were the following:

. MOAA used the Core Financial Svetem (CFSY of the Commerce Adminisirative
Muanagement System (CAMS) 1o process local travel and small purchase reimbursements,
and completed its implememation of the purchase card module in its Administrative
support Centers. The Departiment projects that CARS will be fully operational at a
MODAA line affice in October 20001 I-i-_':-' Oetoher 2002, MOAA s |1h.rm|.:|.| CFS CAMS
implementation is expected to be completed *

- MIST completed s planning for deployving CAMS. The Office of Financial Management
(DTN developed interfaces to NIST s and Diice of Compater Service™s (O0S5) legacy
svslems in preparation for converaion o CARMS beginning in October 2000, Also, during
that month, NIST implemented CFS CAMS in the Office of the Scorclary. OFM also
ossigned a lull-time person onsile al NIST to work with the implementation leam for ihe
Litfice of the Seorctary, Office of Inspector General, and OCS.,

* OFM imitited an effont with the Office of Acquisition Management to design an miterface
between the Department™s new procurciment system-—the Commerce Standard Acquisition
anc Reporting Sysleme=-and CFS. Also, OFM's CAMS Support Center delivered to
some reporting entitics a now CAMS capabilily tal allows recording of estimated
acemmls for end-of-yveur accounting activity. The Support Center assigned personne] to
the Cenans Barcaw 1o suppor year-end closang and fscal year 2000 audil aclivities,

= Threugh support from OFMs CAMS Support Center, EDA converted its grait
:|.|_"|:u1.|.|||1.i||:_¢h Loy Hhe UCFS CAMS,

1 The CF% is mierfsced with sdmisistrative sysiems tor small purchases, bankesrds, snd ome
reporiing/ laber cost distribution, wmd is collectively called Core CAMS.

' NOAA slo provides accounting services so DXA, The sxpecred due for DA v implement
CFS CAMS is Sepiesnher 2001
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. Il A entered inio a cross-servicing agreement with the Depaniment of the Interor m fiscal
vear 1999 1@ perform s lll-scope accouniung Danctons, which became effective at the
beginming of fiscal year 2000,

By early Nscal year 20005, the Department plans to have all of its reporting entities operating under
compliant finsncinl management systems that arg integrated with a financial corporate distabase,
Given the challenges that it still faces with controlling cost and adhering to schedule, the
Department noeds to closely monitor efforts to ensure thot 11 s browght inio full complhance.,

Ceeneral Conirals

[ scdiis of the Department’s mdividual fiscal year 20000 financial statements included reviews of
the general contrals over the major financial management systems at the scven locations that
provide dula processing supporl. Independent public accounting frms used the General
Agcounting Office’s Federal Informarior System Conreols Awdin Weamee! (FISCAM) as a

guide in performing these reviews, The reviews disclosed weanknesses in all six FISCAM general
conlrol areds.

* Five locations necd to make improvements in entitywide security program plannig and
mnagement,
g Al seven locations need 1o strempihen aceess contrals lor botlh operating systems and the

finameial munagement svslems.

= Two kocations need 1o improve application seflware development and change control
b T bocations noeed o make EyELem sofbware i|'||'|'in'|'|.'|.1r'||_'l'llx.

* Three locations need o hetlor scgreeate dutics and responsibilities.

= Four locations need fo prepare, update, or improve contingency plans andfor disaster

recovery plans,

In responsc to our fiscal year 1999 recommendation, the Chief Information Officer (CIO) bepan
|:|'||.u:|'il|.|ri:r|..|:'_ :L-::liﬁ'il:.-'11flhu respecihive n:_.TmrtinE ealihies o resolve the wienlfed ;._;J-_'nrr:ﬂ conlrals
recommendations, The ClIO also began development of a secure, stand-alone database that wall
teack awd report on the oulsiandimg recommendations, os well as allow approprate, restricted
ropdting cntity access for updating purposes,
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The aggregstion of these weaknesses is considered to be a reportable condition at four locatians.
The detuiled resulis and recommendations of these revicws are contained in restricted audit
repowrts that wizre issued by the O0G 1o the organizational componenis.,

Hecommendations

W recommend that the Chiel Financaal CHficer and Assistoml Secrelary for Admimistration:

1 Ensure thal aciions 1o develop and implement the Corporate Dutabase 1o remedy e Lack
of an integrated financial system are closely monitared and that delavs in schedole are
prompily addressed and documended.

Lk

1
LB
v

Wy
Feat

Continue 1o moniler the aclions, coat, amd sehedule for full, suecessiul implementation of
the Commercs Adminisirative Monagement System by Cctober 2004,

Sr

v

We also recommend that the CT0:

A6

s

3 Continue development and implementation of the datahase for tracking and reportings on
cormresiive achions planned amd twken 1o address the cutstamding general controels
recommendationg,

il

4. Review, monitor, and provide guidance to the repoarting entities on their comeciive aclions
planncd and taken im responsc to the current and prios fiscal years” OIG-isswed audin
reports on gensral controls,

Repurting Entitles® Financial Management and Reporting Needs Further lmprovement
{Repeat Condition)

For fiscal i 1y HHHL, all wime audted I'L'[Ill_llTl.iTLI.[ ewlilres recerved ||:|1|:|||.:||il':|L'\-:| |.|F|'ir|||.1||r; i their
financial statements. Morcowver, &5 a result of actions taken by cortain reparting cntitics, reporfable
conditions mssocialed wath contmls surroynding: property, accounts parvitble, and accreed grant
cxpenses have been addressed and are no longer reportcd at the consolidated level. The number
aof material weakincaes amd reportable conditkons al the reporting enbily level decrensed (oan fiscal
e 1R,

Although certnin previously identified findings have been corecied, identified deficiencies in
furancal managemend amel reporiing al cerlaim l'l;,'Fh_'ln:].l'lt_l enlifies posc & fthreod 1o the I'I',_'|1::rt|11r1|1's
continued ability 1o produce reliable and timely financial statements. Specifically, three of the
Depariment s reporting entitics were identifisd as having material weaknesses m finaneial
rianagement and reporting Far tho year endexd .‘L:rlll.:lui'h.:r M1, HHHD, those J'EFIl.'I-I'IiII]:I_ entitieg
represent more than hall, or $6.2 billion, of the Depanment’s 5120 billion in wotal bedgetary
resources. For the vear ended September 30, 1999, the only other year for which audited
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information is available, these three reporting entities represenied around 25 percent of the
Diepartment's total budgstary resources. While the Departrment identified that these three
reparting cntitics were in necd of assistance in the preparation of their financial statcments and
provided assistance accordingly, these reporting entitics cncowntered significant probhlems in
preparing reliable and timely financial statements,

Further improvements in financial management are necessary &l the reporting entity level w cormect
the material weaknesses and repartable conditions identificd in fiscal year 2000, Consequently, it
iz cesential that the reporting enfities remain focused on sound Gramcial management in order to
continee to achieve reliable, timely, meaningful, and uscfil reporting.

Financie! Reperting Procesy

Adthough the Department mel the March | dendline for submssion of 1ls adiied Gramel
statements, the preparation and aadit of these staterments was hampered by the difficulties and'or
delays of |‘<‘:|.‘|l.'|-r1i||._|5_ CILIES in producing conmplete and accurate financial stalcmcis,

Reporting entity draft financial statements ofien included technical and clerical errors,
incondistencies in the form and content |1r!h|; ﬁl1il.l|i:i.;|| Aalemenls/ noles, and incangislencies
hetween the statements and the note disclosures. Identified reporting entity level deficiencics
ineluded-

= Oine reporling entily does not provide an in-depih supervisory review of the financinl
Hatemomts I!hrml.y.lu:-lll the :n:rl.'r-n:lu:l reporiing process o detect |.m1c'|1li.al crrors and
amissions, and o ensure thal the Onancial stalements were prepanad in accordance with
OMEB Bulletin 97-01 form and content requirements, As a result of the inabality of the
repeoriing colily’s financial management sysiem's Lo produce necessary reporis (o, aging
repaorts for defermed revenoe and accounts reccivable) in a routine and timely manmer,
lanec ] slalemenis wers I11iII11I?IH3|" i;l:ll'l'lrlll-l:d for fiscal yer HHHY The mameal -:.:|.1n1|'r'i]:]1il.'|-|i
of data is an impediment to inancial analysis awd review ol summary level data and
impedes the production of interim financial statcients.

. Another reporting cntity docs not have progecly documented policics, proccdwrcs, and
melines cwllining the sieps necessary 1o properly close oul the general ledicer, record
yiar- cnd accruals, post siber adjustments, and propare the lsancial statcmcs, Existing
procedures were mol used amd had nod been ||p4;]3|¢|,1 1o reflect timeline reyuirermenils lgxr
vanous reports, address changes in the process as a result of implementing a new
accounimg syslem, or incorporate changes in financial reporting requiremenls eslablished
by OMB and e Deparimenl. Finaneial reporting hal nod been identilicd as a material
weakness gl this reporiing entity in the prior year,

. A third reporting enfity needs to improve its processes to ensure that fiancial statcments
arg prepared [rom compleie and sccutale mformation on o imely basiz. Instances were
identified in which transactions were not rocorded accurately, approved or recorded
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timaly, and known activicy was not initially inchided in the statcments, These problems
resulled from a lack of review and venfication procedures.

For the two regrerting cntitics that had fimancial managemcnt and reporting identified as & malenal
weakness i Gscal year 1999, some improvements were identi fed.

Finangial Mapggement fisues

In addition 1o the defivieneies noted above in (he Anancial reponing process, o matenal wenkness
al e reporiing entity wnl reportable conditions a three reporting entities meed io be correcled.
These relate 1o a wide range of intermal control weaknesses attributable 1o mellsctive lnancial
ranagement conlrols at the reporting-entity level.

Statement of Net Cost Preparation. One reporting entity has a maternial weakness because of
mmadeguate wnitten policies and procedurss fo ensure thal the net cost allocabions wers accurate,
as they relate 1o program goald. Also, there were no documented verification procedures as to
hivay allncation decisions were made. Faalure to properly nllocate cxpenses and comeed revenues
risks non-complianee with OME Bulletin 97-00, Form and Content of Ageney Finoane il
Stgremrents, and SFFEAS No, 4, Manapenial Cast Aecowting Coneopds and Seanadands for

i Federal Covernment, and increases the rgk of a material misstaterment.

Financial System Ilmplementation. One reporting entity has a reportable condition doe 10
difficultics encomtered in its conversion from its kegacy system 1o its new financial management
syslem, Delovs otfributable to setbacks in svstem implementation resulted in delays in the vear
end elosing proceas and subsequent preparation and submigaion of the financial statements and
footnoles, Also, the reporting entity was unable to produce cerfain subsidiary detail supporting
specific aceount balanees, The conversion delayed the recording of fiscal vear tranaactians until
late i the fiscal vear,

Monitoring the Budget. Onc reporting cobity's financial management system does not prevent
owerohligations at the obligation ling-item level, and line-item reporting of obligations is nod reliable
Spcci Neally, the system does mal hive sulomate) procedores or controls withion i o prevent an
over-obligation. Instead. the cntity nacs a manual proccss, placing reliance on its budget officers
and progrim managers o menlor and conirol the obligationa] activity against (the operating plan.

Undelivered (drders. Une of the smaller reporting enfilics has a reportable condition relating to
itz untimely processing of undelivered oeder aetivity. Tn some instances, de-obligations did not
occur due o posting errors, and obligations were incomectly acemed as payables, Also,
obligations were overslated becanse some ohligations related to completed activiry,
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Recommendarion

W recommeend that the Chiel Financial Offcer and Assistant Secretacy for Administration
provide eontimecd oversight and assistance to the roporting cnfitics dentificd as having matenal
wismknesses m fnancial munagement and reporting.  This shoulkl mclude the Depariment’s
oversight in the reporting entities” preparation of andit action plans o address the repomed
deliciencies.

Frompi Recognition and Recording of Appropriations

Ch Avgrest 17, 194909, legislation was signed creating the Emergency Steel Loan Guarantee mmd the
Emergency Ol and Gas Guaraniced Loan Program Act of 1999, Subscguenily, on Scplember

S0k, 1'FFY, Apportionment and Reapgortionment Schedules, “SF 132" were iasued for both
programs. Further, an October 18, 1999, Treasury warrants with an accounting date of Auges)

17, 19, were 13sued by the Department of Treaswry to the Department for the Emergency Seecl
Loan Guarantos Program (5145 million) and the Emergency (il and CGos Guaranteed Loan
Program {51235 millionh. On November O, 19906, Reports on Budget Execution, “SF 133," were
prepared for the programs.

However, the 5270 million in appropriations for the fwo progeams was not recorded in the general
ledger until March 22, 20881, As o result, the Diepariment exchided the appropriations from the
fiscal year 19990 Ninancial stalements, Also, there were aboail ik months during fiscal yvear 20060 in
which the appropriations [or these programs were nod reconded in any general ledger within the
Lepartment. We were 1old that 1his Fulure 1o record the AppropTiatlions for Use twio PrOErana
oceurred due to confusion between Department officials on several issucs, such as which fiscal
vear the program was catablished and where the programs should be recorded, Az a fesult, a

prior penod adjustment of S270 million is incorporated in the Department’s Consolidating
Statement of Changes in Net Position for the year ended Seprember 340, 2000, o properly
recognize the budget authority for the two programs

Recommendarion

We recommend thid the Chiel Finaneinl Officer amd Assistand Secretary for Admimsirition
develop written procedures with adequate intermal controls to cnsure that appropriations are
|:|r|:u:|.1pl|}' :rv|:|.'1'||:=_|1|.-'|:4! when enaclsd inbo lew, and prc_lmpil}- recordex] mm the d‘|‘l|'ll'tl-|:lﬂ'iilll.:' :u.:l.:-::||||1|:i|||'.:
perinds.

Deputy CFO and Director For Financial Management Response
While the Deputy CTO generally concurred with the awdit finding, he believes that it docs not

warrant a stamd-alome material weakness, but should be included in the materal weakness relating
o fimancial management and reporting. He noded that while the accounts were not immediately
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recorded 1o the system, administmnive costs were iracked mamally, appropristion cxponscs
passed through the commect appropriation in Treasury, and all necessury budgel reports were
suhmitted o the OfMce of Management and Bodget reflecting the activity. He alao citod actions
taken by the Depurtment that he believes will alleviate similar 1ssues in the fulure.

(NG Comments

We continue fo believe tlal the materiality of the approprigtions (8270 millionp and length of
omissinn (almost & monthsy of recognizing and recording of the approprintions in the general ledger
is a stand-alone material weakness, Moreover, the procedures identilied as aclicns takea to
alleviate similar issucs will not effectively do so.

Lk

1
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v
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REFORTARLE CONIDITION
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Reconciliations Should Be Improved (Repeat Condition)

A6

s

The Departrnent and its reporting entities need to strengthen their procedures and processcs

relaned (o reconcibations, Accurate, wmely, and comprehensive reconciliaiion of aeeount balanecs
with subsidiary records or other controlling documentation is a basic internal conteel. Withaewul thus
key comitml, resources are subjoct 1o mismanugement, wasic, and fraud, thershy mereasing the risk

that finamcial statements may be materially misstated

il

Keporting Entity Reconciliatien af Acoswrt Baliinces

Clonsistent with the prior vear, internal contral deficiencies continee to be identified in gome
reponling cnlitics’ reconciliation proeccsacs. Reconciliations were identificd as a material
wenknesses ol one reporting entity and as o component of o material weakness ot anather
reponing enlily. Either the entifies do mol perform timély reconcilialions of the reconciliations
comtam mimerous cmors, and unreconciled differences are not investignied and propory mljusted,

Al moesl reponting cotities, the reconciliation procesa has improved significantly. In fiscal year
1999, the auditors identified weaknesses in reconciliations af four entitics, whereas in fiscal year
2000, the audivors identificd such weaknesses al wa reparting cnlities,

For Giscal vear 2000, these deficiencies affected the financial statement line ilems are as Follows:

" Oine reporiing entity experienced difficulties in reconciling Fund Balance with Treasury in a
timchy manner. The catity did not properly perfiorm timely reconci hations, and
unreconciled differences wore not investigated and properly adusted, Posting emors were
ol researched and resolved in a timely manner
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- The: same reportimg entily did not reconci e two fnancial stalement sccount balances
(deferred revenue amnd aceounis receivable) in a timely manmer, They were not properly
recaonciledd throughout the fiscal voor amd at vear-cmd, and not adequately supperied or
properly reviewed by management, Accountants performing these reconcilintion fnctions
wiere unfamilior with the natwure and details of the accounts.

] AL another reporting cndity, reconciliations for certain payrell and property accounts wers
not performed in a dmely manner and some contained significant errors, indicating
imsufficient revicw and verfication. Adjustments were roguined to aceurately stale the
accoun balancas,

Tntragovernmental Tronsachions

As of Septetnber 30, 2000, intragovermmendal balances accounded for about 25 percent, or

734 millien, of the Depantment’s total Hahilites of 52,9 billion, Accurate, tmely, and
comprehensive reconcilintion of account balonees with trading partmers (i.c_, cntitics thot rocewve or
provide goods or services to the Department in its offorts to satisfy ifs mission and objectives) is a
hasic intemal control 1o venfy the aceuracy of records. Reconciliation of aceount balansess is o
process that will enahle the Department to csthlish agroement between the records of 1is trading
partners and 15 own, Begnning with fiscal vear 2000, reconci liations with ageney rading partners
i5 reore detailed and fonmalized than in previous years,

For fiscal year 2006, the Departrment did not complete reconciliations of intragovernmenial
halances with its trading partmecrs, boih foderal asd non-federal agencics providing or recerving
goods or services that assisted the Department in carrving out 115 mission, On Movember 13,
203, e Diepariment received detadled listings of iniragovemmental transactions from all but tao
reporting entitics.  The Department chose to submit summary balances to apphcable trading
partaces on Movember 15 ad 16, 2000, with the hope that this would satsly applicable
iidelines. Detail listings of all intragovernmental transactions were ot sent to the Deparimont’s
trading pariners until Jamery 8, 2000, As such, the Department did not send eonfimiation
reuests to its trading partness inoa timely manner. Also, the Department did nof respond o e
recarcllion imguines made by 115 irding pariners or venly the responses recoived Trom its
trading parners. While we recognize that the Degartment did attempt to reconcile with the four
(biscinry trading pariners reguired in OMBE Bulletin 47-01, it only completed the reconciliation
wiih the Bureau of Public Db,

Recommendathon
We recommend that the Chief Financial Officer and Assistant Secretary for Administration cnsure

timely reconcilialions of the Deparimenial’s inragovermmental balances with other federal and non-
lsderal agencivs
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Deputy CFO and Director For Fluancial Management Response

T his respeonse o the deall report, the Depury CFO stated thar pertinent informiation was exchxbad
Lrom the finding. The Depuly CTO noted that they had reconciled (1) with the lour trading
partners reguired by OMB Bulletin %7-01 and (2) ils Tressury Fumd Balance as of September 30,
20, its lareest intragovernmental agact. Sinee the Tepartrment had beon informed that other
[deral sgencies were ned reconciling with their pariners inthe current vear, the Offlice of Financial
Management chose 10 focues its resources on assisting bureaus in maintaining their unqualified
opinions and limited its effors in this arca.

Ol Comments

W found that the Deparimen had attemgpied (o reconcile intragovernmnental transactions with the
foaur rading poriners regquited by OMB Bulletin 97-00. However, ot the conclusion of our awdit,
only one of the reconciliations had been completed.

TR L

In alchinpon, we considersd the Departiment’s mitemal controls over Reguired Supplementary
Stowardship Information by obtaining an understanding of the ageney™s intermal controls,
determined whether these intermal controls hsd been placed in operation, wssessed comirol risk,
and prerforrmcd tests of conteols as required by OB Bulletin Mo, 01-02 and not o provide
assurunce on these itemal controls. Aceordingly, we do nod provide an opimion on swch controls,

Finally, with reapoct to internal control related to performance measures repomed in the
Accountability Report, we obtained an understanding of the design of significant infernal controls
relating 1o the exisience and completeness asserfions, as reguired by OMB Bulletin Mo, 0102,
O proccdurcs were not designed to provide assurance on interial controls over reported
performance measures, and, accordimly, we do not provide an opmion on such contmals

The mformation in the Management Discussion and Analysis and Bequired Supplamentany
Information scctions 18 nod o regquircd part of the Gnaneial statements but s supplementary
mmformation required by the Federal Accounting Standards Advisory Board or OMB Bulletin
Mo 9T, Feowor amad ramtend .-'.lll".-'lg'r'm'r Fimancial Satemenis, 1% amemded.

We have .:||'||1Ii4.:|| certam Lt |'II'|:H;I,:|;|1|T-I.!$., which consisiad ;'rriu-::lrlull:,' al il1|:|1l:i1"'|:'.'I |:|!|'|1k:|:|'|."|g|'.‘-:|11tl'|t
regarding the methods of measurement and presentation of this information. However, we did not
audit the information in the Management Discussion and Analysis and Required Supplementary
Information sectionsg, and accordingly, we express no opinion on il
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Thiz report is imtended selely for the information and use of the management of the Department of
Commerce, OMB, ather federal agencics, ard the Congress and i3 naot intended to be and should

nedl be used by anyone other tham these specificd parties.

i= E. Frazier
setor Cieneral

February 23, 2001
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.:l,';.i' . | Tha Inspactor Ganeral
- Washington, OC. 20830
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INSPECTOR GENFRALS REPORT ON COMPLIANCE WITH
LAWS AND REGULATIONS

Iy Honorable Donald L. Evans
Secretary of Commerce
Washington, ..

W huve audited the sccompanying financial statemenis of the 115, Department of Commerce as
ol ard fior the vear ended Septemiser M1, 2000, and have issned our report thereon dated
February 23, 2001.°

We conducted our andit in accordance wath auditing standards penerally accepted in the United
States of America; the standards applicable o lnancial audits eonlained in Goverasaeend Auditing
Seametaraly, 1ssued by the Comptroller General of the United States; and Oflice of Management
and Buclyel ¢0MB) Bulletin 01-02, Awdi Requiremenis for Federad Financial Satementy,

The management of the Department is responsible for complving wath laws and regulations
apphicable o the agency, As parl of eblaining rensonable assurance about whether the
Department’s financial statements are free of misstaienent, we perfonmed tests of its compliance
wilh certamn provisions of Laws and regulations, noncomplance with which could have a direct and
material effect on the determination of the financial statement amwounts, and cenain odher laws amd
regulations specified m OMB Bulletin 0102, including certuin requirements relerred w in the
Federal Financial Management [mprovemeint Act of 1996 (FFMIAL We limited our tests of
comphiance with these provisions, and we did not test compliance with all laws and regulations
applicable io the Depariment,

T resulis of vur wsts of comphiance with the Taows and regulations descrbed o e preceding
paraeragh, exclusive of FFMIA, disclosed instances of noncompliance with the following laws and
regulations thal are required 1o be reported under Covermment Auditing Stondardy sl OMB
Bulledin O1-02, as deseribed below:

* I'he Department did not submil its Strategic Plan lor (iscal vear 2000 through [scal year
2005 to the Congress as required by the Crovermment Performance and Besults Act of
19975 and = implermemation gusdance OMB Circular A-11, Part 2. The circular required

. Thig vd @ feprridud i o 1he Inspecior Gragral s Bepard ee Cmmplionee widh Lo doad
Fewndanivaes Trom s " Mgt ol Ooknmeree Fisail Yess 20060 osisaliclasal Fisancial Slalemenls,”
Auchil Repsom . 128450 14X |'..'|||||:|3' 20, which cam b oltamald by contacimy e [T e sl I s sy Crenemnal

Pulshicarnms Ll ves el s coprepsartse aip doe . cos of by phoess ap (22 4H2-124.3
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that strategic plans that were submined in Septerber 1997 were to b2 reviged and
submitted no later than Scptember 29, 20000 Inoa July 19, 20040, letter 1o the Acting
secretary, the Choirman of the House Commuities on Science, expressed concern That,
“Diy el submitting u drafi strategic plan for 2000, the Deparmmicnt has failed to abide by
the L s comsull with Congress on Uuis unportant parl of the Resulls Act.. Due to the
timing, | sk that the Depanment immediately provide a dradl w the Congress and nol
subimil als Nmnal |1-|;.'||1 undall Oetaber 30, 20806 mstend |1|'!:|¢|'|I!|:':|n|:1|:r M The T:I'-L'|1u.1t|1|L1|1
provided the plan to Congress on Janwary 1E, 2001,

* The Mational Oeeanie and Awmospheric Admimistration did not Tully fund ils capital leases.
Lix [iscal wear 1990, and again on Seplember 8, 2000, WOAAS Chiol Finaneial Cilicer
issued a memo instructing that, “All finure leases exceeding $200,000 have sufficient
bailmelary resources al the inecption of the lease o cover the present value of the loise
pavments discounted using Treasury interest rates.” Although the memo addressed lcascs
willy inception dates afler fscal vear 199, capital beases after October 1, 1999, were ol
fully funded. OMB Circular A-11, Preparation and Submiovion of Budged Exfimates,
states thal agencies must have sulMicient budgetary resources up front io cover the present
value of the lease pavieents for capital asaet leaces and lease purchases. When the
Congress enscls legislabion that cnobles am agency ts enber imibo & copatal leese arrungemenst
o lense purchase for a specific praject without further approperiations action, it i3 assumed
that the Congress has provided the budget auwthority required for the transaction up front.
When am agency enters into a capital lease or lease=purchose arangement under general
authoritics available to the agency, it must do so within the limits of the budgetry
resources otheraise available to 1t and the constraints of the score-kesping regquirements;
no wbeditional resources are provided.

. The Inlemational Trade Administeation does nod have sdequate policics 1o onsure
complianee with OMB Circular A-25, User Oharges, Circular A-25 requires federal
agencies 1o recover the full cest of providing goods or serviess. As 4 resull, there is a
significant risk that ITA trade events are not self-sustaining, and ITA and federal resources
wre nat efficiently allocated 10 ensure thal revenues meet or exceed costs. 1TA is currently
secking a waiver from OMEB writh regand to Circalar A-25.

The resuls of our tests of compliance with the otber lovws and regulationg desc rilsed i the second
paragraph af this report. exclusive of FFMIA. disclosed no instances of noncompliones that are
reduiired 1o he :n.'l'r-crrlcd herern under Girvarrmens .'f.'Jr.Ilnlnll:H'*' Srearlerrdds or OB Bulletin 0102,

Under FFMIA, we are required to report whcther the Depariment s fimancial management
eysicms substantially comply with federal financial managernent sysfems requirements, lederal
acconnting slandards, and the United States Government Standand General Ledger at the
Irangachon level
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I'he results of oor tests disclosed instances, described below, where the Department’s financaal
syatems did mot substantially eomply wath one of the requirements discussed in the prececding
paragraph--federal financial management sysiems requirements.

- As identificd in the Foderal Managers™ Financial Integrity Act scction of the fiscal year
200k accountability report, the Department 15 ot in compliancs with central agency
reguirements for a single, incgrated financial system. The Departimend reporicd thal, taken
a5 o whole, iiz financial systems are not compliant with General Accounting Office"s
prnciples and standasds, sor with the reguirements of the Chicf Financial Officers Act, the
Joimt Financial Management Improvement Program, or OMB. s existing systems ane nol
sulliciently inleprated, lack secunty controls, are mproperly documented, and do nod
provide reliahle aied timely infsrmation,

* Three financial management systems do nat substantially comply with the fedeval fimancial
management svslems requirements in fiscal year 200, The first invalvies the primary
gyatem for MOAA which is also used o process secounting transactions for BA(A.
MIOAA"s svstem does not support the preparation of timely, accurate financial statcments
I'||n1|.|E_I'| i inll.:sralu:_l sy=lem amed n.:-quin;ﬁ minual Fll'l:!d;l.'lil.llTl,::i. o i-H.'I.'!I:IIJI'Il.iIJE aid
budgzetary ransactions. The second is the primary accounting svstem used for MIST,
which is also used lo process accounting transactions for NTLA and TA. Weaknesses
cominue in general controls procedures for (e system. The last is BI5T's Finamcial
Accounting and Reporting Systen, which 18 used o process accounting iransaciions and
ol reporling services lor EDvA (salaries aml ox |'||.'-|m._:'\."|_ FSAHEA, MBAIIA, and
Cremeral Administration’s Working Capital Fund and Salanies and Expenses Funcl, and the
Lmergency Steel Loan Guarmntee and the Emergency (hl and Cas Crearanteed Loan
Programs, The sveem conlinues jo have weaknesses and does nol mainlan appropriate
commonality of data clements and fransaction processing sufficient fo cnswre timely,
accurate, and effechve Hnancial reporing,

The Chief Financial Officer and Assistant Scorctary for Admimistration and Depaty CFCY have
bieen assigned the responsibilily of ensunng the mlegration of fnancial and infommation systems.
We discuss the actions taken by the Department to strengthen its financial management syslems in
our Report e Smiernad Comired wwber the material weakness entitlad, “Foancial Managemcint
Syslems Neaed Furnther Improvement.”™ (See pages 5-11.) By early fiscal year 20035, the
Diepartimeent plans w have all of its reporting entitics ogeerating wider eompliant financial
mumugement sysiems. These systems will be integrated with a financial Corporale Database thal
will be used Lo prepare the Depariment”s consolidated finuncial stalements s reports,
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Providing an epinisn on compliance with cerlain provistons of laws and regulations was mol an
obpective of our audit and, accordingly, we do not express such an opinion.  This report i3
intended solely for the mformation amd use of munagement of the Department of Commeree,
(MB, other federal agencies and the Congress and is not intended to be amd should not be used
by mvyona oihier than these specificd partics.

-

12 E. Fraceicr
tor Ceneral

chruary 23, 2041
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